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1 <dependency>

2 <groupId>org.springframework.boot</groupId>

3 <artifactId>spring-boot-starter-security</artifactId>

4 </dependency>

5 <dependency>

6 <groupId>org.springframework.boot</groupId>

7 <artifactId>spring-boot-starter-data-redis</artifactId>

8 </dependency>

BENXredisFyVECE

1 @Configuration

2 public class RedisConfig {

3

4 @Bean

5 @SuppressWarnings("all")

6 public RedisTemplate<String, Object> redisTemplate(RedisConnectionFactory
redisConnectionFactory ){

7 RedisTemplate<String, Object> redisTemplate = new RedisTemplate<>();

8 redisTemplate.setConnectionFactory(redisConnectionFactory);

9

10 GenericJackson2JsonRedisSerializer genericJackson2JsonRedisSerializer = new

GenericJackson2JsonRedisSerializer();

12 redisTemplate.setKeySerializer( RedisSerializer.string() );

13 redisTemplate.setHashKeySerializer( RedisSerializer.string() );

14

15 redisTemplate.setValueSerializer( genericJackson2JsonRedisSerializer );

16 redisTemplate.setHashValueSerializer( genericJackson2JsonRedisSerializer );
17

18 return redisTemplate;

19 }

20

21 }

JWTUtils



1 public class JIWTUtils {

2 public static String getToken(String secret, Long id){
3 Algorithm algorithm = Algorithm.HMAC256(secret);
4 Map<String, Object> header = new HashMap<>();

5 header.put("typ", "JIWT");

6 header.put("alg", "HS256");

7 return JWT.create()

8 .withHeader (header)

9 .withClaim("ID", id)

10 .sign(algorithm);

11 }

12

13 public static Long getDesc(String token){

14 return JWT.decode(token).getClaim("ID").asLong();
15 }

16

17 public static boolean verify(String secret, String token) throws Exception {
18 Algorithm algorithm = Algorithm.HMAC256(secret);
19 JWTVerifier build = JWT.require(algorithm).build();
20 try {

21 build.verify(token);

22 tcatch (SignatureVerificationException e){

23 throw new Exception("JCRAZE4! ");

24 tcatch (TokenExpiredException e){

25 throw new Exception( "tokenitifi! ");

26 tcatch (AlgorithmMismatchException e){

27 throw new Exception( "®iEA—3! ");

28 }catch (Exception e){

29 throw new Exception( "tokenLR(");

30 }

31 return true;

32 }

33 }

SecurityConfig



1 @Configuration
2 @EnableWebSecurity
3 @EnableGlobalMethodSecurity(prePostEnabled=true)

4 public class SecurityConfig {

5 @Autowired

6 SpringSecurityFilter springSecurityFilter;

7 @Bean

8 public SecurityFilterChain getSecurityFilterChain(HttpSecurity httpSecurity) throws

Exception {

9 HttpSecurity http = httpSecurity

10 .csrf()

11 .disable()

12 .sessionManagement()

13 .sessionCreationPolicy(SessionCreationPolicy.NEVER)

14 .and()

15 .authorizeRequests()

16 .antMatchers("/user/login").anonymous()

17 .mvcMatchers("/user/logout").permitAll()

18 .anyRequest().authenticated()

19 .and();

20

21 http.addFilterBefore( springSecurityFilter,
UsernamePasswordAuthenticationFilter.class);

22 return http.build();

23 }

24 }

SpringSecurityFilter

| @Component

2 public class SpringSecurityFilter extends OncePerRequestFilter {

4 @value("${jwt.secret}")
5 private String secret;
6

7 @Resource

8 RedisTemplate redisTemplate;



10 @Override

11

12 protected void doFilterInternal(HttpServletRequest request, HttpServletResponse
response, FilterChain filterChain) throws ServletException, IOException {

13

14 String token = request.getHeader("token");

15 if ( !StringUtils.hasText(token) ) {

16 token = request.getParameter("token");

17 }

18 if ( !StringUtils.hasText(token) ) {

19 filterChain.doFilter( request, response );

20 return;

21 }

22 Long uid = null;

23 try {

24 JWTUtils.verify( secret, token );

25 uid = JWTUtils.getDesc(token);

26 } catch (Exception e) {

27 System.out.println( e.getMessage() );

28 }

29

30 UserDao o = (UserDao) redisTemplate.opsForValue().get("token:" + uid);

31

32 if (uid !'= null ) {

33 UsernamePasswordAuthenticationToken userToken = new
UsernamePasswordAuthenticationToken(uid, null, null);

34 SecurityContextHolder.getContext().setAuthentication( userToken );

35 } else {

36 SecurityContextHolder.clearContext();

37 }

38 filterChain.doFilter( request, response );

39 }

40

41 }

UserDetails

1 @Data



2 public class UserDao implements UserDetails {

3
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private String password;

private String username;

@Override
@JsonIgnore
public Collection<? extends GrantedAuthority> getAuthorities() {

return null;

@Override
public String getPassword() {

return password;

@Override
public String getUsername() {

return username;

@Override
@JsonIgnore
public boolean isAccountNonExpired() {

return false;

@Override
@JsonIgnore
public boolean isAccountNonLocked() {

return false;

@Override
@JsonIgnore
public boolean isCredentialsNonExpired() {

return false;
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@Override
@JsonIgnore
public boolean isEnabled() {

return false;



